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Introduction

This guide is a concise, hands-on introduction
to the PC-Duo Enterprise Desktop Manage-
ment Suite and its key features. For more
detailed information, refer to the Enterprise
User Manuals, or contact us using the details
supplied at end of this guide.

Flexible Architecture

PC-Duo Enterprise uses a simple, powerful
and scalable architecture. The Enterprise
Console is the control point for interactive and
scheduled PC management functions. To
manage the PCs on your network from the
Console, simply install the PC-Duo Enterprise
Client software. Clients can be any mixture of
networked, standalone and laptop PCs.

Manage your Hardware Assets

Hardware Inventory functions enable you to

monitor your organization’s PC systems from
DOS to Windows 2003. A wealth of accurate
hardware configuration information is auto-

matically available, and you can also remotely
collect system information, such as environ-
ment variables and specified INI file settings.

Collect User Information

Automate the collection of user information,

such as location and telephone number, using
the customizable user-prompting facility. Pick-
lists and data validation controls simplify user
entries and ensure reliability and consistency.

Effective Software Inventory

Identify the software applications installed
within your organization at the click of a
button. The customizable Applications Library
and discovery utilities enable you to identify
and manage all the applications installed
across your network.

Manage Software Deployment

Package Policy Manager helps you control
the deployment of software throughout your
organization. By defining rules on where
applications must be, can be and must not be
installed, you can pro-actively manage your
users’ requirements. In addition, the Software
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Metering module enables you to identify
where applications are actually being used -
an invaluable resource for managing costs.

Report Library

Enterprise includes over 50 pre-formatted
reports that provide a wide range of Desktop
Management information. Additionally, the
Database Viewer gives you a customizable,
immediate view of asset data. Save your
Views in HTML format to make them available
through your intranet.

Reliable Software Distribution

The Enterprise Software Distribution module
provides an easy-to-use, centralized method
for installing applications and system
updates. Working with standard installers,
such as MSI and InstallShield, it can be used
to manage and control the installation of third-
party software with a minimum of preparation.

Protect and Restore Applications

Enterprise Diagnostics protects and restores
applications by taking snapshots of the appli-
cations installed on your networked PCs. You
can repair applications interactively from the

Console, and fix common problems automat-
ically using Diagnostics self-healing - some-

times before users are aware of the problem!

Diagnostics also provides change analysis
capabilities. By comparing application and PC
settings against a baseline or at different
points in time you can quickly identify and
correct changes that caused a problem.

Track and Manage Support Issues

HelpDesk is a Web-based system for tracking
and managing support issues and calls. It
features a fully-configurable workflow system
that enables you to tailor the system to the
way you work, and account-controlled access
that enables you to manage the data avail-
able to different types of user. Integration with
the Enterprise Inventory and Remote Control
gives support staff direct access to users and
their PCs.



Enterprise Architecture

PC-Duo Enterprise gives you a real grasp of
your organization’s assets. lIts flexible and
scalable architecture enables Enterprise to
support all PCs within your organization, even
when they are not permanently connected to
a network. In addition, the auditing facility
enables you to support PCs that are never
connected to a network.

Furthermore, because Enterprise uses
Microsoft Windows Networking functions, as
used by Windows Explorer, it provides
maximum compatibility across networks.
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Overview of Components

PC-Duo Enterprise contains the following
components.

Clients

PCs are managed through the Enterprise
Client application, which can be used with all
Windows platforms. Each Client PC pushes
raw data to an intermediate location, called
the Offline Area, on a server share. You can
automate the rollout of a large number of
Client applications using the Distribute Client

Software operation, or Logon Scripts. For the
evaluation, the Client application is installed
using a Client Kit configured at the Console.

Offline Area

The Offline Area is a shared directory that can
be located anywhere on your network. Client
PCs store their raw inventory data in this
area. From there, it can then be retrieved by
Consoles and Schedulers and saved to the
Site database. Consoles and Schedulers also
use the Offline Area to transfer instructions,
such as software distribution details, to PCs
on the network. Multiple Offline Areas can be
used to support larger or distributed Sites.

Console

The Console provides the interface to your
Site. It enables you to perform tasks (known
as operations) on Clients interactively, or to
schedule them as Jobs. It also enables you to
access Client data through pre-formatted
Reports, to control the Client PCs, and to
perform Site maintenance tasks. You can
create multiple Consoles to spread the work-
load across network, and each Console can
access multiple Site databases.

Schedulers

Schedulers automate the execution of opera-
tions. They enable you to run operations
when network activity is low, and to schedule
regular tasks, such as the collection of inven-
tory data. A Scheduler can run as a conven-
tional application, or as a service on Windows
NT4, 2000, XP and 2003. To spread the
inventory workload and minimize network
traffic in segmented networks, Schedulers
can be set up on any PC where the Console
application is installed.

Site Database

You can use a Microsoft Access, Microsoft
SQL Server (version 7 SP3 or later), or
Oracle (version 8.1.5 or later) for your Site
database. Site databases are accessed from
Consoles and Schedulers.
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You can install and run PC-Duo Enterprise on one PC. However, to get the most out of your evalu-
ation, we recommend the following set up for testing and demonstration purposes:
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One PC running Windows
NT4, 2000, XP or 2003 to
host your Site database,
Offline Area, Console and
Client.

Installing from CD

To install the Console and Scheduler on a PC:

1 Insert the CD and wait for the Autorun
program to appear. If the Autorun does not
appear, start Autorun.exe from the root
directory of the CD.

2 In the Autorun screen, select the Install
MDAC Support option to install the latest
Microsoft Data Access Component drivers
onto your system. You can skip this step if
you already have suitable drivers installed.

3 If you want to run the Console on Windows
NT4, select the MMC option to install
Microsoft Management Console 1.2.

4 Select the Install Console option to install
the Enterprise Console application. The
Console kit includes the Client components
so you do not need to install the Client kit
separately.

One or more networked
Windows or Macintosh
PCs on which to install
additional Clients.

DDDD
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Another Windows PC,
to host an additional
Console and Scheduler.

Installing from a Web
Download

Before installing PC-Duo Enterprise, make
sure you have downloaded the necessary
components:

The MDAC Support kit (Skip this step if
you are sure suitable drivers are already
installed on your system.)

The Microsoft Management Console
(MMC) 1.2 from the Microsoft Web site (if
you want to run the Console on a Windows
NT4 system).

The Enterprise Console kit.

When you have downloaded these items,
perform the following steps:

1

Open the MDAC Support kit to install the
drivers.

2 |Install the MMC kit if necessary.

3 Open the Console kit to install the evalu-

ation version of PC-Duo Enterprise.



Creating a New Site

This section describes how to open the Enter-
prise Console and how to create a Site using
the default settings in the Site Creation
Wizard. It automatically creates a Site data-
base using Microsoft Access format - you do
not need to have Access installed.

Using the Site Wizard

1 To start the Console, click the Windows
Start button, then choose Programs, PC-
Duo Enterprise, Enterprise Console.

Because you must create a Site database
before you can store and work with the
data from your PCs, the Site Creation Wiz-
ard starts automatically the first time you
open the Console.

Welcome
Welcome to the Site Creation Wizard

Use the Site Creation Wizard to create a new Site
Database, to copy a Site Database, or ta link this Console
to an existing Site D atabase.

|F you create a Site Database, the Wizard creates and
configures the Client Kit, which is used to install the Client
software on the PCs you want to manage. It alsa enables
the Offine Scanner, which automaticaly adds new Clients
to the Site Database.

Click the Mext button ta begin,

Cancel Help

2 Read the information in the Wizard’s
Welcome dialog, then click the Next button
to open the Site Creation Mode dialog.

3 Inthe Site Creation Mode dialog, select the
Create a default Site option.

This option creates all the Site components
needed to run PC-Duo Enterprise: a new
Microsoft Access database, an Offline Area to
which Clients push their data and a configured
Client Kit for you to distribute to PCs.

Site Creation Mode

‘Which Site oplions do you want to use?

Select Create a Site using default settings to create a
standard Site Database using Microsoft Access.

Select Create or copy & Site using custom settings to

choose the database type, ta link this Console to an
existing Site database, or to copy a Site.

&+ Create a Site using default settings

" Create or copy 3 Site using custom settings

Enter a name for the Site:

MNewSite

T Hesty

Concel ‘ Help ‘

4 In the Enter a name for the Site database
field, type a name for your Site. This name
is also used as the Data Source Name
(DSN) of the database.

5 Click the Next button to display the Offline
Area and Client Kit dialog.

Dffline Area and Client Kit
How do you want to configure the Offline Area?

The Offline Area is a share used to transfer data between Consoles and
Schedulers, and Client PCs.

Select an Offline Area option:

Location |

[ens

SharcName |

Enter the details of the account with which Client PCs can access
the Offline Area:

Username LLICLIEMT =
Pagsword [ Verffy password ’m
Domain P

< Back Dext >

Cancel ‘ Help ‘

This dialog shows where the Offline Area
will be located. Default settings are used
because the Site will be generated auto-
matically.

6 Ifthe PC on which you are creating the Site

belongs to a Windows Domain, enter its
Domain name.
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7 Click the Next button to display the Settings
Complete dialog.

Settings Complete

You are ready to create the new Site.

The Site Creation wizard now has all the information it
needs. The new Site will be displaved in wour Console.

If pou are creating a new Site, and pou have enabled
the Offline Scanner (the S canner is automatically
enabled if you chose the default settings). the PCs
vihere pou have installed the Client software wil start to
appeat in the Console in 5 minutes

¥ Tell me about populating new Sites

Click the Finish buttan to complete the “Wizard.

<Back [ Fieh ]  Cancel Help

8 Inthe Settings Complete dialog, make sure
the Tell me about populating new Site
check box is selected, then click the Finish
button to create the Site database.

9 When the Site name is displayed in the
Console’s Tree View, double-click the Site
to open it. The components of the Site are
listed in the Tree View. Click a folder to
display its contents in the Console’s right-
hand pane.

Installing Clients

When you have created a Site, you must
install the Client application on each PC that
you want to manage. For this, you need to
use the Client Kit that was configured as part
of the Site creation.

You must use a Privileged NT account to install
the Client application on Windows NT, 2000, XP
or 2003 systems.

On each PC you want to manage from your
Site:

1 Use Windows Explorer to locate the
configured Client Kit. By default, the Site
Creation Wizard saves it in the \Kit
directory of the Console PC’s Offline Area
(in Windows Explorer, this appears as
\\ConsolePC\LUPUSH\Kit).

2 In the Kit directory, double-click
INSTALL.EXE to install the Client appli-
cation.

When the Client application is installed and
initialized, the PC’s hardware and software
inventory data is automatically saved to
the Site's Offline Area.

Populating Your Site with
Clients

Enterprise detects PCs on which the Client
application is running using the Offline
Scanner. If you create a new Site using the
default settings, the Offline Scanner starts
automatically and monitors the Offline Area.
When it detects data from a new Client, the

scanner adds the Client to the Site database.

To display the new Clients, select All Clients
in the Console’s Clients folder.

It can take up to 2 minutes for the Offline
Scanner to detect new Clients. If you want to
speed up the scanner, click Offline Scanner
Options in the Console’s Site Management
folder, and change the Scan interval value to 1.
Click the OK button to save your changes and
close the dialog.

Offline scanner options (%]

v Enable offline scanning
Scan inkerval |2 wakeup interval(z]

Backoff time [seconds] |50

Scanner host

o]

Cancel |

Leave the Console and Offline Scanner
running until all your Clients have been
detected and displayed in the All Clients View.

If you have installed the evaluation version of
Enterprise, the Offline Scanner can collect data
from up to five Clients.
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Tour of the Console

Operations - Sites — Console View

Lists the contents of the selected folder.
For example, to view all the Clients in the
Site, select All Clients in the Clients Folder.

Each Site contains its own
Clients, Groups, Operations,
Jobs and Reports.

Contains the management
tasks you can perform.
Select a folder to display the
associated operations.

erprise - [Console Root\PC-Duo Enterprise’Enterprise Management

%) forsole window _telp D@ | | mE|-18x
Jobs and Schedulers [ actn vew Eaores || & = [@[@ 2
s =
Lists scheduled operations, Sk TR con 6
and the Schedulers that are i
available to manage them.
& for the first time, click Create New Site ta open the
select Create a default Site. This enables vnuplu quickly €@ Instslling Clients
) sferrs g
4 Softnare Distributions Client Software to install the software on PCs running I W o
(40 lities 2003, Refer to the Evaluator's Guide for step-by-step Heln SHEEE <
B remote Contral 5
Patch Management e e Fovertes
i 3 gb;:i;“‘ed“‘e's % (o 5 St (et et e e i gt et ol s
Automates and monitors the D Sceders vour dats
g | JobLogs
deployment of critical 2 Asset onagement %2 ofline Area Account
. I’ Patch Management || ] Modify the default account that is usad by slisnts to acsess the offiine
Windows updates. b il e
T ﬁﬁﬁ‘:‘r:‘f(hentg Z) Scheduler Service Account
s Custom Groups ¥...J Modify the account details for the scheduler service
. 52 Offine Areas
Clients 25 fcive Diecioy | e
s Reporte | Modif i i
- "y a Site's database-level username and Password
3 4l SiteManagement G
& Client Deployment &Maintenance i
Lists the PCs managed from s s
: H Di t I
Entel’prlse PCS are automatl'—— i H::':;f& Medify the glebal Site database
Portal L i
cally grouped by the proper- & = Default Client settings
R . R Lﬂ View/modify default elient configuration settings
d
ties, such as Active Directory. =
\
. 1 -
HelpDesk Portal Diagnostics

Lists and manages
help desk issues and
support calls.

Makes Enterprise data available to
authorized users across the Internet
using interactive, reports.

Identifies the causes of software
problems, and protects and
restores critical applications.

Viewing Clients

The Client PCs managed by a Site are listed
in the Clients folder of the Console Tree. It
contains the following sections:

All Clients lists all the Clients in your Site. All
Clients are automatically added to this folder,
so is a good place to check that new Clients
have been added to your Site.

Custom Groups contains collections of
Clients that have similar characteristics, such
as PCs that use a specific Bus type, or where
a particular operating system is installed.

Offline Areas lists the Offline Area assigned
to your Site and the Clients they contain.

Active Directory If you have installed Active
Directory on your network, Enterprise auto-
matically creates a group for each Organiza-
tional Unit containing Client PCs.

To view the Clients in a group, select the
folder in the Clients Tree.

Using Groups

Groups enable you to organize and work with
PCs that have similar characteristics. You can
use them to identify PCs with related proper-
ties, and to select multiple PCs whenever you
perform an Operation. Enterprise automati-
cally adds a selection of useful groups to the
Custom Groups section when you create a
Site. However, because no two organizations
are the same, Enterprise enables you to
create groups for your own use.

To create a new group, right-click the
Console’s Custom Groups folder, and choose
Add Group from the shortcut menu.

To customize a pre-defined group for your
own use, right-click the group’s entry, and
choose Modify Group.

Refer to the online help for information on
creating groups.



Viewing Inventory Data

One of the most important aspects of Enter-
prise is its ability to provide direct, centralized
access to detailed information about the PCs
within an organization. This section looks at
the various types of asset information you can
access from the Console.

Viewing Hardware Details

1 In the Clients folder, select All Clients to list
the Clients at your Site.

2 Right-click a Client, and choose Hardware
Details from the shortcut menu. The
Hardware Inventory window displays an
instant survey of the Client information
stored in the Site database.
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3 The data is divided into sections. Click a
section in the Hardware Inventory list on
the left of the window to display its data.

4 Select another Client in the Compare with
list. Differences between the Clients are
indicated by the difference [ icon.

5 Click x| to close the dialog.

Viewing Software Details

Software inventory data is shown in the Soft-
ware ldentification Manager. To display the
software found on a Client:

1 Right-click the Client and choose Software
Details from the shortcut menu.

The details are shown in three sections:

Confirmed Identifications lists applica-
tions identified by application definitions in
the Enterprise Applications Library.

Provisional Identifications lists applica-
tions identified using version information

extracted from each application’s execut-
able files.

Unidentified Software lists the directories
that contain executable files which Enter-
prise is unable to identify.

The Applications Library tab enables you to view
the rules that Enterprise uses to confirm
software identifications.

& PC-Duo Enterprise Console - [Stored software inventory for TEST1 - 13-Aug-2003 14:43:54]

& Fie METE
Confimed | dentlicalions | Provisianal Idertifcations | Uinidertifed Scftware | Applcaions Library |
Detals
Clirt_| Fesource | Appicaion [ ersion | Tvpe [Location Tstatus |
TESTT C icct MULTIVEDIA  SwiIN 985 o
TEST1 Haryard Graphics PRESENTATION  \Program Fles\Matiox MGAPo.. New
TEST1 © MS Info UTILITY \Progiam Fles\Common Fies\.. New
TEST1 C MS Intemet Connection Wizar d W \Program Files\Intemet Explore...  New
TEST1 MS Intemet Explorer 5552 wWww \Progiam Files\Intemet Explorer,  New
TESTI MS Nethlesting 222 NETWORK. \Program Files\Nethlesting Hew
TEST1 © MS Dutlook Evpress 6 EMAL \Progiam Files\Dullok. Expres.  New
TEST1 C© MS Phst 9% uTLTY \Progiam Files\Plusfy New
TEST1 MS Web Pubishing Wizard W \Program FilstWeb Pubish,  New
TEST1 © M Windows Installer SYSTEM SWIN-GESTSTEMY New
TEST1 C Net Watch UTILITY I8 New
TEST1 © Network Associates On Demand ANTNVIRUS \Progiam Files\Common Fies\..— New
TEST1 Netuork Associates YirusS can 1851 ANTIMAUS am Files\Netwark Associ..  New
TEST1 PC-Dun Enterpise Cliert 202 NETWORK \Progiam Files\PCDUO Enterpri.. New
TESTI Windaws 38 @h 05 N e
TEST1 © Windows Media Player UTILTY \Progiam Files\Windows Media.. New
TEST1 C© WirZip32 80 UTWLTY \Program Files\Wiin' New

2 Select the Details button to show infor-
mation about individual installations.
Deselect the Details button to show the
information for each application. When you
have finished viewing the Software Details,
close the window.

Viewing Client Properties

In addition to gathering information on the
software and hardware of Client PCs, Enter-
prise can also collect and store user informa-
tion for each Client. User Prompts enable you
to define questions to collect information from
PC users, or to collect data directly from
system files on the PC.

To view the properties currently held for a
Client, right-click its entry in the Console, and
choose Properties.

Package Policy Manager

Package Policy Manager enables you to plan
and monitor the software installed on PCs so
you can control the rollout of applications to
your organization’s users. Use it to manage
software requirements across the network, to
control your organization’s spending by moni-
toring license usage, and to identify the use of
prohibited or illegal software.
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For example, if everyone in your Accounts
department uses Microsoft Excel 2000, you
can create a Package Policy that associates
the department and the application. The
Package Policy Manager can then compare
the policy with actual installations to identify
where Excel is correctly installed, and, more
importantly, to identify the PCs where it is not
installed, or where the wrong version is
installed.

Creating a Package Policy

1 In the Asset Management folder, click the
Specify Package Policies operation to open
the Package Policy Manager.

2 Right-click the Tree View and choose Add
Policy from the shortcut menu to display the
Package Policy Details dialog.

3 In the Name field, type a name for the new
policy and click the OK button.

Adding Clients to a Policy

1 In the Tree View, expand the package
policy you just created.

2 Right-click Clients and choose Add Client
from the shortcut menu to display the Add
Clients dialog.

3 Inthe Add Clients dialog, select the Clients
you want to add to the policy.

4 Click the OK button to add your selections
to the policy and close the dialog.

1§ Package Policy Manager
File Edit Todls Help

= TN

Policies | Complince | [ Hame ]
B L CLusT_1
w-{[ Development SLCLusT 2
-3 Support LOLUsT 5
-2y Vitus Checker SLTESTS
-8 Microsoft Dtfice L TEST4
&8 Purchasing LLTESTE
E-[By Test Group T 1esT7
& LTESTS
A Groups 3 TESTAAVNT
" Mandatory Packagss
Optional Packages
Prohibited Pack ages
-8 Email =

Adding Packages to a Policy

1 In the Policies tree, select Mandatory
Packages, Optional Packages, or
Prohibited Packages to add a software
package to that category.

The List View displays the packages that
are currently assigned to the option.

2 Choose the Edit, Add Package command
to open the Add Packages dialog.

3 In the Add Packages dialog, select the
package you want to add to the option, then
click the OK button.

Analyzing your Software Assets

When you have created package policies,
you can use the Package Policy Manager to
check how well the PCs in your organization
conform to your policies:

1 Inthe Package Policy Manager, choose the
Tools, Run Analysis menu command.

2 Select the Compliance tab. This contains
the categories that identify the compliance
status of software on your network.

fil§ Package Policy Manager
File Edt Iools Help

s RN )
Policies  Compliance | Node [ Package [instaled?
CLUST_1  Lotus Notes Ho
I Installod & Authoriced. | ||| CLUSTZ1 M Otfie Standard No
A5 Installed 0 CLUST_1  Netsoape Commurnicator Yes
w-{[[) Managed Nodes |20 cusT 1 Netseape Video for Windows Plugln - Yes
=-[[f Managed Packages CLUST_1  Windows 2000 Ho
By Lotus Notes @ LG Netsoaps Communicatar Yes
[y MS Dffice Standard [ Netscape Viden for Windows Plugdn  Yes
[y Metscape Communical
[y Metscape Wideo for
[y Windows 2000 Profes
[y Missing Mandatory Packac
-y Mot Authorized Packages 4] | |
=B Policies {_}Prahibited ‘wrang Yersion Required
Test Group - Authorized () Unmanaged Mot Authorised
4 »

3 Click the report you want to view. The
results of the analysis are displayed on the
right of the window.

Software Metering

While Package Policy Manager helps you
regulate the software installed on your
network, Software Metering enables you to
monitor where software is being used, who is
using it and the length of time each applica-
tion is used for. You can then use Enterprise’s
pre-defined reports to identify and predict
software usage requirements across your
organization.
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This data is not normally available until the day
after you commence software metering
because, by default, Enterprise analyzes the
metering data once per day at midnight.

Viewing Software Usage Data

1 Select Software Metering in the Console’s
Operations folder.

2 Double-click the Software Total Users by
Day Report.

Software metering also enables the Package
Policy Manager to generate the Unused
Mandatory Applications report.

Database Views

The Database Viewer provides customizable
views of the Site database. It gives you
access to any software, hardware and user
data held in the database, enables you to
create and print custom Reports on your
inventory and asset data and enables you to
make your data available in HTML format.

Running Database Views

1 Select the Console’s Reports folder and
open one of the subfolders. These contain
a selection of pre-defined Database Views

] and Reports =

2 Click a Database View. The View shows
fields of information for the selected
Clients.

3 Click Details at the bottom of the Database
Viewer.

The Details section contains the SQL
(Structured Query Language) definition for
this View. If you are familiar with SQL, you
can modify this query to customize the
information displayed in the Viewer. Alter-
natively, you can use the SQL Wizard to
create the SQL using the natural language
interface.

4 When you have finished, close the
Database Viewer.

Reporting

Enterprise is supplied with over 50 pre-
formatted Reports, covering such areas as
Client Properties, Hardware Inventory details,
Software Inventory information, and Software
and Hardware Change History. Reports can
be previewed from the Console, and printed
and exported in various formats.

Previewing Reports

1 In the Console’s Reports folder, select
Current Data Reports, and select a report

type.
2 Click a Report in the Reports View.

3 In the Select Clients dialog, select the
Clients for which you want to create a
report. The Report is displayed.

4 |If you want to print the Report, click the
Printer button in the window's Toolbar. To
see more of the Enterprise Reporting facil-
ities, repeat this procedure for different
Client selections and Reports.

The Enterprise Portal

The Enterprise Portal provides organization-
wide, click-through reporting for PC-Duo
Enterprise. Each report in the Portal automat-
ically extracts data from a selected Site and
provides analysis capabilities for asset
managers. Reports are divided into themes,
which concentrate on specific aspects of IT
asset management.

Installing from CD

You can evaluate Enterprise Portal from the
PC on which the Enterprise Console is
installed. Other users can access the Portal
using Internet Explorer. To install Enterprise
Portal:

1 Make sure IS (Internet Information
Services) is installed on the PC you want to
use to host the Portal. (To install IIS click
Add/Remove in the Windows Control
Panel, and select Add/Remove Windows
Components.)

10
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2 Insert the CD and wait for Autorun to
appear. If Autorun does not appear, start
AUTORUN.EXE from the root directory of
the CD.

3 In the Autorun screen, select Install Portal
and follow the prompts.

4 When the installation is complete, the
Portal Site Wizard is displayed so you can
choose which Enterprise Sites to make
available to Portal users. Select the Sample
Site to view the Portal reports using test
data.

5 To access the Portal from the Console,
open the Portal folder and enter the
following URL in the address field:

/[servername/pcdeportal/logon.asp

where servername is nodename of the PC
on which the Portal is installed.

When you first access the Portal, it asks
permission to install the PC-Duo Enterprise
Report Navigator, which displays the avail-
able reports in your browser. Click the Yes
button to continue. Afterwards, you can link to
the Portal from the Console or through its
logon page as long as you have the correct
access permissions.

To allow other users to access the Portal logon
page directly through their browsers, add their
names to the PCDEPortalUsers group created
by the installer.

Viewing Portal Reports

Portal reports are organized hierarchically.
This enables you to view a summary of all
your data, to drill-down and view details by
individual PC, and to view data graphically.

To open a report, click the = button in the
section you want to work with, and select the
report title.

To view the details of a report, double-click a
section heading (marked by the expand
icon in the section list).

To view the details of a specific section in a
report, click the Group Tree E button in the
toolbar, and select the section in the Report
Tree. To return to a previously viewed section
of the report, select its entry in the bread
crumb trail shown below the report title.
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Inventory

PC-Duo Enterprise provides a comprehen-
sive range of PC management facilities. You
can obtain up-to-date information on your
PCs at any time using the inventory opera-
tions.

Hardware Inventory

Two variants of the Update Hardware Inven-
tory operation are supplied in the standard
Enterprise installation. Both are used to
collect Client data from the Offline Area:

Update Hardware Inventory Interactively
presents the results in the Hardware Inven-
tory window so that you can view the results
before deciding whether to save the results to
the Site database.

Update Hardware Inventory saves the
Client data to the database without first
displaying the results.

Customizing Operations

Like other Enterprise operations, you can
create variants of the hardware inventory
operations and then optimize them to suit
your requirements by right-clicking the opera-
tion icon and choosing Customize.

Running Hardware Operations

1 In the Console’s Hardware Scan folder,
click Update Hardware Inventory Interac-
tively.

2 In the Select Clients dialog, select the
Clients for which you want to collect
inventory data and click the OK button.
Enterprise collects the data from the Offline
Area.

The data is displayed in the Hardware
Inventory window. Select a Client in the
window’s Inventory for list to display its
inventory data. Select an entry in Hard-
ware Inventory list to view the details for
that section.

3 Click the Save All button to save the infor-
mation to the database, then close the
dialog.
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User Prompting

The Get User Data operation distributes
prompt files, which enable you to request
information from users and their PCs. This
section describes how to configure the opera-
tion to distribute a customized prompt file.

Creating a New User Prompt

1

In the Operations folder, select User
Prompt Questions. Right-click the Get User
Data operation and choose Customize.

In the Customize dialog, select the
Hardware tab.

The Get User Data operation is a variant of the
Update Hardware Inventory operation with only
the User Prompting options enabled.

3 Click the Edit button to open the User

Prompt Editor and display the file. The
Editor enables you to create and modify
user prompt files.

Edit the Introduction field to customize the
standard introductory message that is
displayed to users.

In the Editor, click the Add button to enter a
new database key. The new key is
displayed in the Database keys list.

Select the General tab, and enter the
question that you want to display to users in
the User prompt field.

General IT_l,lpe | Case | Length| Pick List |

Databaze key |$LUD’-‘«TIDN

Uzer prompt IEnter your location

Help IFor example ‘FHoom 402

Default value IMEFCUr_'.' Houge Browse. .. |

Use the Type, Case and Length tabs to
restrict user replies to specific formats and
improve the consistency of the data
entered. For example, you can convert
replies into uppercase text, or limit the
length of user input.



Alternatively, use the Pick List tab to create
your own list of pre-defined answers from
which users can choose.

8 If you want to collect environment
variables, network settings and INI file
settings, click the Browse button.

9 When you have created your user prompt,
click the Apply button. Save the file under a
new name, by choosing Save As in the File
menu.

10 Close the User Prompt Editor to return to
the Customize dialog.

Distributing User Prompts

1 In the User Prompt Refresh Customize
dialog, click the Browse button, then select
the prompt file you saved.

2 Click the Reload button to embed the
revised questions in the operation.

3 Click the OK button to save the new
operation.

4 Click the Get User Data operation, select a
Client in the Select Clients dialog and click
the OK button.

The new questions are distributed to the
Client through the Offline Area. The user is
prompted with the questions when the Cli-
ent is next scheduled to check the Offline
Area, or at the next PC reboot.

5 To force the Client PC to display the
prompts immediately, click Start in its
Windows Taskbar, then select Programs,
PC-Duo Enterprise Client and select Enter-
prise Client Startup. Your questions are
included in the user prompts. Answer the
questions.

6 In the Console, click the Update Hardware
Inventory Interactively operation. The new
information is displayed in the User Prompt
Responses section of the Hardware
Inventory window.
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7 Click the Save All button to save the results
in the database.

8 To display the Client data, right-click the
Client and choose Properties.

Software Inventory

Software inventory operations collect informa-
tion on the applications installed on Client
PCs. Using a customizable, regularly-
updated Applications Library, and proprietary
discovery technologies, they can automati-
cally recognize many commonly-used appli-
cations. The stored inventory data can then
be used to manage your system assets, to
produce inventory reports, and to plan soft-
ware installations and upgrades.

When a software inventory operation detects
files on a Client PC, Enterprise attempts to
identify the applications they belong to by first
comparing them with the definitions in the
Applications Library, and then by searching
for version information encoded in the file
properties. If Enterprise is unable to identify
files using either of these methods, it lists the
file locations in the Unidentified Software tab
of the Software Identification Manager.

Performing Software Scans

1 Click the Update Software Inventory Inter-
actively operation. This enables you to
view the inventory data before saving it to
your Site database.

2 In the Select Clients dialog, select the
Clients you want to scan and click OK.

The Console collects and analyzes the Cli-
ent data from the Offline Area, and dis-
plays the results in the Confirmed
Identifications, Provisional Identifications
and Unidentified Software tabs of the Soft-
ware |dentification Manager. Each tab can
display the information in two ways:

Select the Details button to show whether
the installation has changed since the Cli-
ent's previous software inventory, and to

display the directory location in which each
instance of each application was detected.

Deselect the Details button to summarize
the results by the applications detected.



& PC-Duo Enterprise Consale - [Software Identification Manager]
& Fi 18] x|
Confimed |dentfications Provisional Identfications | Uridentiied Software | Applications Library |
Dictais

Applicalion [ endar [Wesion [ Copies [~
CALC Dracle Corp. 1.00 g

CEMDLIST Application Transend Corporation m.200043 8 |
CDRWIN Golden Hawk Technology 4000 H

Citx I 32 bit Windows Client - Citis Systems, Inc. 6.01,964 1

CleaiEvt Application s 2061314 7
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client Oracle Corporation 1.00 g

Clob sample Oracle Carp. 1.00 g

call_dyn Oracle Cop 1.00 g

COM Part Uiy Intel 1,050 g
CompuServe CS5etup CompuServe, Inc. 2000 g
CompuServe Language Sele..  CompuServe Interactive Sevice 1.3.0.0 ]

Conexant Universal Device |... - Conesant Systems, Inc. 01 El

Conflict Viewer Trigeminal Software, Inc. 110088 1

Conflict Viewer Microsoft Carporation 1100048 §

Conflict Viewer Microsot Carporation 200080 H

connpaal Oracle Corporation 1.00 g =l

3 Choose Save Results in the File menu to
save the results to the Site database.

You can customize software inventory opera-
tions to choose which applications are identi-
fied and reported by Enterprise and which
Client locations are searched for inventory
data. For more information on configuring
operations to your requirements, see
Customizing Software Inventory operations in
the Enterprise User Manual.

To promote provisionally identified or uniden-
tified software to the Confirmed Identifications
list, right-click an entry in the Details view and
choose Create Identification Rules to open the
Software Identification Wizard. Using simple
steps, this guides you through the process of
creating rules to customize and extend the
Application Library for your organization.

Software Distribution

Software Distribution enables you to remotely
install and update software packages on PCs
across your organization’s networks. Distrib-
uting software is performed in the following
stages:

» Prepare a package installation kit on a
network server using the instructions
supplied with the software.

» Configure the Package Distribution Defini-
tions using the Package Definition Editor.

+ Use the Software Distribution Wizard to
select the package you want to distribute,
to specify its installation method, and to
deliver the information to each Client’s
Offline Area.

The Client’s Software Distribution Agent
installs the application the next time the Client
checks the Offline Area, or when the PC is
next rebooted. You can monitor the progress
of distribution operations using the Software
Distribution Jobs Viewer, or the centralized
error and progress logs.

The next sections take a closer look at some
of these stages. For a comprehensive guide
to Software Distribution, refer to the User
Manual.

Specifying How Packages are
Installed

The Package Definition Editor enables you to
create and edit Package Definitions, which
contain details about how each application
must be installed.

1 In the Software Distributions folder, click
the Edit Distribution Definitions operation
to start the editor.

The Package Definition Editor lists the cur-
rently available Package Definitions in its
Tree View. Enterprise is supplied with
Package Definitions for a wide range of
applications.

2 To view the details of a Package Definition,
click its plus symbol.

3 Select the Summary section in the
expanded definition. The editor displays
the name of the package, any notes, and
the check paths.

&’ Test (Run Notepad.exe) - Software Distribution Package Definition Editor

[_ O[]
Fie Package Wew Hep

T
€5 FCDuo 6,11 =]
PC-Dun 7.01

PC-Dun Enterprise Client
Reachout 8

REMCOM PC-Duo Enterpr Path [ Value
Test (Run Notepad.exe)

Package name | T2t (Fun Hotepad.exe]

~Check patt

Qngic: ReaR e lc: Bl

~{ER EN
7 %) Install Types
Pre-JPost-Processing
Touchstone CHECK IT
ek Anitivirus

wisio Professional

Yisual Cafe for Java
“Windows Enforcer

Windows Installer 2.0 (M
Windows NT 4 Service PeJ

Add Edit Delete

Package noles

This Package Defintion simpky “nans* Notepad locally. |t does not altempt
o nstall any software.

Windows NT 4 Service P
Windoms NT 4 Service P
Windows NT4 Service Pai

Windows NT4 SPéa High |«
4 »
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Check paths are the locations of files supplied
with a package, such as the EXE file. They are
tested before installing an application and, if any
of the specified files are present, Enterprise
assumes the package is already installed and
does not attempt to reinstall it. They are also
tested after the installation to check whether it
has been successful.

You can enter the file size in bytes for any
Check paths. If the specified file is found,
but has a different size, such as when you
are updating a package, the installation will
still proceed.

4 Expand the Package's Install Types section
and select an Install Type.

Many packages offer different types of instal-
lation to support different operating systems or
optional components. You can create a different
install type for each combination of installation
commands and command switches, and group
them in a single definition.

5 Selectthe Package’s Pre-/Post-Processing
section. This specifies any commands that
must be executed before and after the
package is installed.

6 To conclude this look at the Package
Definition Editor, scroll down the list and
locate the Test (Run Notepad.exe)
Package Definition.

7 Expand the Test (Run Notepad.exe) infor-
mation. Notice the Install command for this
Package is set to run Notepad on the local
Client PC.

For a typical Package Definition, the Install
command points to the installation kit's
SETUP.EXE, located on a suitable file server.

8 Close the Package Definition Editor.

Performing a Distribution

1 In the Console, click the Distribute
Software operation. The Select Clients
dialog is displayed.

2 Select the Clients to which you want to
distribute the software and click OK. The
Select Package dialog is displayed.

3 The Select Package dialog enables you to
select the Package Definition you want use
to distribute the software. Select Test (Run
Notepad.exe) from the list.
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4 Click Next to open the Client Filter dialog.

This dialog filters out Clients from the dis-
tribution. The filters are based on the Plat-
forms supported and a free disk space
check. For this demonstration, do not
make any changes.

5 Click Next to display the Settings dialog.

Settings

Kit lncation I\\\nsla\lS erverKits\PCDI00C Brovese..

[dob
Expiry date 26-11-2004 | [w Enable load control

Refusal limit Kl Target completion date 3-11-2004
[~ Mindows NT account information

User name Domain

Passward Yerify password

i~ Installation setting:

—
—

™ Silent [only shaw errors) I~ Totally silent [dont show emors)

™ Eeal-Time mode (runs installation immediately]

< Back Hent > Cancal | Hep |

The Settings dialog is used to confirm the
location of the application's Installation kit,
and to specify the last date on which the
system will attempt to install the applica-
tion.

The Kit location is specified as a UNC (Universal
Naming Convention) path, including any
account information needed to access the kit
location and to install the software. Use the
Windows NT account information section to
provide these details. You must specify a valid
Admin-level account if the Package requires a
privileged installation.

6 For this demonstration, leave the Kit
location empty, and enter today's date in
the Expiry date field.

7 The Refusal limit field controls the
maximum number of times that PC users
can refuse an installation when prompted.
Type 0.

8 The options in the Installation settings
section enable you to choose how the
package will be installed. Select Real-Time
mode to start the installation as soon as
possible, and click Next to display the
Monitoring and Logging dialog.



Make sure the Monitor distribution

feedback for this job check box is selected,
and enter a Job name. This name identifies
the activities associated with the operation.

10 If you want to record the progress of the
installation and any errors encountered
during the distribution in separate log files,
use the Browse buttons to specify the name
and location of the files.

11 Click the Finish button to complete the
Software Distribution Wizard.

You can customize the Distribute Software
operation to set default values for kit locations,
expiry dates, account details and log file
locations.

l]—;Soﬂ:ware Distribution Jobs - [Site8]

File Toole “iew Help

The Software Distribution Agent

After completing the Wizard, the distribution
information is transferred to the specified
Client PCs using the Offline Area.

Each Client’s Software Distribution Agent
collects the information from the Offline Area
the next time the Client is scheduled to check
the Offline Area, or at the next PC reboot. The
Agent then connects to the installation kit and
runs the specified command.

To monitor the progress of the software instal-
lation, click the Monitor Software Distribution
operation in the Console to open the Software
Distribution Jobs Viewer.

@S s @5

Distribution Jobs ~ Package ltems |

Job I Status I Date Submitted I Clients I Host I Package

“Erwindows 5P SR-1 Pending  02-02-2002 10:00:00 4k 4 SRWV-3 *P 5R-1
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X Research Maintenance Complete  20-071-2002 8:00:00 &M 4 Star Office

\/ Spreadshest Complete  10-01-2002 7:00:00 Pk 4 M5 Excel

P Design Maintenance Active 10-01-2002 7:00:00 P4 1 SRV Star Office

4 | |
“Z*Pending ‘\?‘Active %.&ctive with erars \/ Camplete X Complete with emars

| Client | Job | Date Started | Last Event | Event Date
20-01-2002 10:15:00 AM  Logan Failure 20-01-2002 10:15:00 AM

O CLUST_11  ‘word Processar 20-01-2002 10:15:00 & Pre-Process Failure 20-01-2002 10:15:00 &M
T CLUST_12  Word Processor 20-01-2002 10:15:00 A User Logon Delay 20-01-2002 10:15:00 Ak
E CLUST_2  word Processor 2001-2002 10:15:00 &M Reboot 20-01-2002 10:15:00 AM
= CLUST_3 Wwiord Processor 20-01-2002 10:15:00 &k Load Control Delay 20-01-2002 10:15:00 Apd
CLUST_4  ‘word Processor 20-01-2002 10:15:00 Ak Job Complete 20-01-2002 10:15:00 Ak
| | 2l
Ok O Fail K Pending f Cancelled 2 Unknown

Simulating an Installation on the Client

To avoid waiting or rebooting, you can force
the installation to start immediately by
restarting the Distribution Agent.

To restart the Agent on Windows 95, 98 or
Me systems: click Start, Programs, and
select PC-Duo Enterprise Client Startup in the
PC-Duo Enterprise Client group.

To restart the Agent on Windows NT, 2000,
XP or 2003 systems: open the Services and
restart the Enterprise Distribution Agent.

The Software Agent uses the local PC's path
and runs Notepad.exe as the installation
command (as specified in the Package Defi-
nition). When the Notepad window appears,
close it.
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Diagnostics

Enterprise Diagnostics enables you to protect
and restore applications by taking automatic
and scheduled snapshots of the applications
installed on your networked PCs. These can
be any applications from small utilities to busi-
ness critical applications with no limit on the
number of protected applications.

Enterprise Diagnostics also provides change
analysis capabilities to help determine root
causes. By comparing application and PC
settings against a baseline or at different
points in time, you can quickly identify and
correct changes that caused a problem.

Diagnostics Architecture

Enterprise Diagnostics contains the following
components.

Diagnostics Agents

Agents are installed on each PC on the
Network and are tasked with the gathering of
audit data and the creation of Snapshots as
and when requested by the Console.

SupportSite

The SupportSite is a shared directory that
manages communication between Consoles
and Agents, and contains audit reports,
profiles, installation kits, license information
and configuration settings.

Console

The Diagnostics folder in the Console is used
to create profiles, to audit applications and to
protect, diagnose and fix applications.

Installing from CD

You can evaluate Diagnostics from the PC on
which the Enterprise Console is installed.
This PC will host the SupportSite and a local
Agent. To install Enterprise Diagnostics:

1 Insert the CD and wait for Autorun to
appear. If Autorun does not appear, start
AUTORUN.EXE from the root directory of
the CD.
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2 In the Autorun screen, select Install
Diagnostics and follow the prompts.

Select Complete as the Setup Type, and
enter a username and password for an
account that has access to the share. The
share is created with everyone — full
control.

Diagnosing Applications

Before you can diagnose an application, you
must first create a Profile. It specifies the files,
registry keys, and other components required
by the application. Diagnostics includes tools
to automate the creation of Profiles, and
sample Profiles are available in the Diagnos-
tics Profiles folder. See the online help for
information about Profiles.

When you have generated a Profile, you can
audit and protect the application:

Audit generates a baseline of the working
application from the PC where it is installed.
This produces a detailed view of how the
application is currently installed. If the appli-
cation subsequently fails, this data enables
you to make a comparison between the
working state and the broken state, and to
identify possible problems.

Protect produces an audit report, and creates
a backup of the files used by the application.
When a fault is detected, Diagnostics uses
this to offer potential fixes, enabling you to
repair the application quickly and easily.
Protected applications can also be self-
healed using repair jobs. Repair jobs are
scheduled audits that automatically fix any
problems they detect.

You can audit and protect applications by
right-clicking on any PC in the Entire Network
folder and choosing Audit or Protect. You can
select any PC where the Diagnostics Client
software is installed, or select groups of PCs
by opening a Site in the Sites folder.



HelpDesk

Enterprise HelpDesk is a Web-based system
for centrally tracking and managing help desk
issues and calls. Because Enterprise Help-
Desk is Web-based, you have access to
issues from any browser, anywhere, any time
from either an Access or SQL database. And
since it's on the Web, deployment costs are
minimized - there is nothing to install on
supported PCs.

Although Enterprise HelpDesk is Web-based,
it works like a Windows application, not like a
set of static HTML pages. It uses pop-up
dialogs for tasks like generating reports and
attaching files to records. When you run a
query, view a record, or submit a new issue,
Enterprise HelpDesk dynamically updates its
interface.

HelpDesk Architecture

Workstations

Web and Data-
base Server

Enterprise HelpDesk contains the following
components.

HelpDesk Web

HelpDesk Web is a Web-based application
that users run to enter issues, query the data-
base, and generate reports. Each Web view
is an instance of HelpDesk Web. Web views
are generated using the Web View Editor.

HelpDesk Web Server

HelpDesk Web Server is the Web server
component of HelpDesk Web and should be
installed on a Web server (a PC running

Internet Information Services). The HelpDesk
Web Server installation includes a Microsoft
Windows service (Mq Issue Agent) that
generates and sends e-mail notifications.

HelpDesk Admin

HelpDesk information can be stored in one
central database, known as a project, or
distributed across multiple databases for
different application areas or business units
within your organization. Projects have
common user accounts, group privileges and
administration utilities, but they help you
separate discrete domains of information.
This enables you to optimize your system to
suit the way you work.

HelpDesk Admin is a Microsoft Windows
application for administering Enterprise Help-
Desk projects.

Web View Editor

Web View Editor is a Microsoft Windows
application that enables you to create Web
Views for your Enterprise HelpDesk projects.
Web Views are HTML/ASP pages that
provide access to Enterprise HelpDesk
projects through a Web browser.

HelpDesk Web Admin

HelpDesk Web Admin is a Web-based admin-
istration tool. It allows you to perform addi-
tional administrative tasks over the Web.

Installing from CD

You can evaluate HelpDesk from the PC on
which the Enterprise Console is installed.
This PC will host the HelpDesk installation.
Other users will be able to access the Help-
Desk from Internet browsers.

IIS (Internet Information Services) must be
installed to run HelpDesk. To install 1IS click
Add/Remove in the Windows Control Panel,
and select Add/Remove Windows Compo-
nents.
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To install Enterprise HelpDesk:

1 Insert the CD and wait for Autorun to
appear. If Autorun does not appear, start
AUTORUN.EXE from the root directory of
the CD.

2 In the Autorun screen, select Install
HelpDesk and follow the prompts. Select
Complete as the Setup Type.

3 Enter a username and password in the
HelpDesk Notification Service dialog. This
Service sends e-mail notifications when a
change is made to any monitored field in
the HelpDesk. Evaluation license keys for
Access and SQL are available from
README.HTM.

Using HelpDesk

The HelpDesk installation includes several
default accounts that provide different levels
of access to its features. You can log on with
any of the following accounts:

admin has full administrative privileges and a
password of admin.

demo has full administrative privileges and
no password.

guest has limited privileges.

analyst, group leader, employee are role-
based accounts with different user permis-
sions. They are used to demonstrate the
workflow features of Enterprise HelpDesk.
They have no password.

To log on to Enterprise HelpDesk:

1 Start your Web browser and open the Web
view logon page (typically
http://server/helpdesk, where server is the
name of your Web server).

2 In the Logon Name field, type the user
name and password you want to use.

3 Click Logon. HelpDesk lists the Web views
that your account has permission to open.

4 Click a Project/ View to open the Web view.
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Finding and Listing Issues

Use the Query, Sort, and Layout lists to
generate and format lists of issues in the
Summary List. A layout is the set of columns
displayed in the Summary List. The Summary
List displays the results of a query as pages.
The number of results can be defined by the
HelpDesk administrator.

Building Ad-hoc Queries

The Ad-hoc Query Editor enables you to build
queries that test the value of a single field.
Predefined queries can find broad categories
of issues, such as all open issues or all
assigned issues. You can also search for
issues submitted during a specific period, or
keywords in the various issue fields.

To define an ad-hoc query:

1 Logon to HelpDesk using the Admin or
Demo account, and click the Show (¥
button on the Toolbar.

Access to the Ad-hoc Query Editor is controlled
by the privileges associated with the log on
account.

2 In the Field list, click the issue field you
want to search.

3 Inthe Test list, click a query operator, enter
the value you want to search against in the
Value field and press Enter. Alternatively,
choose a search value from the Value list.

HelpDesk Web Views

With HelpDesk Web views, you can provide
separate views for employees and for help
desk staff. Each view is accessed through the
same Web-based interface. The main differ-
ence between views is the set of queries and
fields available in the view:

Queries determine what issues users can
retrieve from the project database. This
enables you to restrict employee access to
issues they submitted, while allowing support
staff to access to all issues in the database.

Fields determine what information users can
view and modify in each issue. Fields can be
used to prevent employees from seeing the
fields used to track and resolve issues.



Default Views
The HelpDesk contains two default views:

HelpDesk Displays all issues and issue infor-
mation. Intended for use by support staff, the
HelpDesk view defines the issue lifecycle and
enforces workflow rules.

Employee Displays only the issues and infor-
mation submitted by employees. It enables
employees to submit new issues and check
the progress of existing issues, but prevents
them from viewing notes and information
added by the support staff.

Issue Tracking

Organizations normally have a well-defined
process for handling calls. In Enterprise Help-
Desk, this process is implemented as a work-
flow. Each step in the process corresponds to
a possible value of the Progress field. For
example, the steps for resolving a simple
problem might be New, Assigned, In
Progress, and finally, Resolved.

To move an issue to the next step in the
process, users change the value of the
Progress field.
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Log on as employee and create a new issue.
Try logging on as different users and follow
your issue through the workflow by changing
the Progress field. For more information on
flow charts, refer to the manual or the online
help.

Accessing Inventory Information

HelpDesk now provides direct access to the
detailed software and hardware information
held in the PC-Duo Enterprise Site database.
This simplifies the process of logging new
support issues and enables support staff to
understand and identify problems quickly so
speeding up issue resolution. To access the
data, enter the PC name in the HelpDesk
Web view.

Remote Access to PCs

HelpDesk Web views are fully integrated with
PC-Duo Enterprise Remote Control. If you
have also purchased the Remote Control
module, you can use its ActiveX component
to provide support staff with immediate
access to any PC where there is a support
issue. To access a PC, enter the Computer
name and click the Remote Control i
button.
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Remote Control

PC-Duo Remote Control expands Enterprise
to include online, interactive support for PC
users. Using Graphical Driver Interface inter-
cept technology to capture screen updates,
PC-Duo enables support staff to view and
control any PC at any location across a LAN,
WAN or the Internet while minimizing network
usage and giving high real-time performance.

PC-Duo Remote Control has two main
components:

The Control application, featuring an intuitive,
folder-based interface that enables users to
organize supported PCs in the way that best
suits them.

The Client application, a background task
which enables Controls to access the PC and
Client users to communicate with Controls.

Installing from CD

1 Insert the CD and wait for Autorun to
appear. If Autorun does not appear, start
AUTORUN.EXE from the root directory of
the CD.

2 In the Autorun screen, select Install
Remote Control and follow the prompts.

3 In the Setup Type dialog, select:

Client to install the Client application, so
the PC can be controlled from a Control
PC.

Control to install the Control software, so
this PC can display and control other PCs.

Custom to install both the Client and Con-
trol application and to specify the compo-
nents to be installed.

4 Follow the prompts and select the default
options to complete the installation. Your
system is automatically configured to use a
TCP/IP connection.

Viewing Clients

PC-Duo Remote Control provides powerful,
easy-to-use access to multiple PCs enabling
support staff to view and diagnose problems
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remotely. As well as viewing multiple Clients
simultaneously, Remote Control allows
Clients to be viewed by multiple Controls,
facilitating collaborative support from
dispersed support specialists.

To open Remote Control from the Enterprise
Console, click an operation in the Remote
Control folder and select the Clients you want
to work with.

Opening Remote Control in standalone
mode

1 Click the Start button in the Windows
Taskbar, and click the PC-Duo Control
command in the Programs menu to start
the Control application.
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roperties
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2 Click the Browse T button in the Toolbar.

3 In the Browse Network dialog, click the OK
button to list currently available Clients. The
Clients are listed in the Control’s Browse
folder.

4 Double-click a Client to connect to it and
display its screen.

5 Select a button in the Client window to
choose how you want to interact with the
Client. Click:

Share mode to control the Client PC with
the mouse and keyboard from both the
Control and Client PC.

Watch mode to view the Client PC pas-
sively.

Control mode to control the Client PC and
disable the Client user’s input.



Communicating with Client
Users

PC-Duo Remote Control provides several
modes of communication between Control
and PC users. One-to-one and one-to-many
Text Messaging provides a simple way for
support staff to disperse information, while
the Chat feature is invaluable for contacting
remote users when no telephone is available.

Sending a message to Clients

1 Select Clients in the Control window's Tree
View, right-click the Client to which you
want to send the message and choose
Message from the shortcut menu.

2 In the Send Message dialog, select
Currently selected Clients and type your
message in the text box.

3 Click the Send button to send your
message to the Client.

To send a message to all the Clients in a group,
right-click the group in the Groups view.

Chatting with Clients

1 In the List View of the Control window,
select the Clients you want to chat with and
click the Chat g button in the Toolbar.

Topic

f 0K |

Members Cancel |
N arne ﬂ' Description | Help |
@  pe-uEwW —
@ @ wrF

— Optior
™ Members can decling to join
™ Members can't leave the chat @
™ Chat ‘window is always visible

2 In the Create Discussion dialog enter a
Topic title, select the chat options you want
to use and click the OK button to start the
Chat. A Chat window is displayed on the
Control screen and all the Clients you
selected.
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3 In the Chat window, enter a Message and
click the Send button to start the chat. To
end the Chat session, click the Close
button.

Communicating from Clients

Remote Control Client users can also request
help and initiate chats using the Client appli-
cation.

Requesting Help

1 Right-click the Client i icon in the
Windows system tray and choose Request
Help from the shortcut menu.

Request Help [ x]
Your name: [Mark i
Message: Cancel

The database wan't let me Iog in as mysell Wwhat's wang? =] =
Cancel Previous lequest

j Shaw Caontrols »»

2 In the Request Help dialog, enter Your
name, type a Help Request in the Message
field and click the OK button.

If no Controls are connected, a message
box is displayed, notifying you that the
Help Request will be sent when a Control
PC connects to your Client.

Using the Chat Feature

Client users can initiate a Chat session
with any Control user that is connected to
their PC. To start a chat, right-click the Cli-
ent icon in the system tray and choose
Chat from the shortcut menu.

Access to Client Data

Remote Control provides direct access to
Client PC information, helping support staff
diagnose problems quickly and efficiently.
The System Snapshot feature enables
Control users to collect over 600 items of
hardware and configuration data from Client
PCs, while the File Transfer and Directory
Synchronization allow support staff to transfer
files and synchronize directories through an



Explorer-style interface. Clipboard support
allows you to speed up remote diagnosis by
capturing text from remote applications.
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Multi-level Security

All organizations need to protect sensitive
information and make certain that it is only
available to those users who have a need to
know. PC-Duo Remote Control provides a
wide range of security functions that ensure
your systems are protected. Triple password
matching provides extra security for remote
control sessions performed across the
Internet.

Access to Control PCs is by configurable,
password-protected profiles that specify
which modes of remote control access can be
used, and the directories that are available for
File Transfer. Control access to Client PCs is
controlled by completely separate profiles,
which give Client users the ability to refuse
connection attempts.

Settings for Configuration: Standard
| General Security Setling:
| Connectivity Password:
W Female Diakp [EEHGNECEIP<H@A Sel.
- Advanced =
Seculy Kep

| Secuity

W Secuiy Setlings GED =

@ Event Logging
W Replay Files
W User Pemissions

I Prompt for Addiional Information when Connecting
[V Tty last usemame before displaying login prampt
¥ Use Compression

. Fiemote Contiol [V Uss Encryption Type: [ 256 bit (4ES) =
| Control Interface 5 bit DES]

E4 bit (Blowfish)
| File Transfer 128 bit

| Fie Locations

Cancel Help

Activity Logs can record all Control activity,
giving an accurate audit trail of help desk
activity. The Record and Replay feature

securely records all remote control sessions,
protecting both the Client user and the
Control user from misuse of Remote Control's
capabilities. Multilevel passwords, user
acknowledgments and security key coding
complement the encryption of all Remote
Control network traffic, using any of the
several encryption standards supported, up to
the 256-bit Advanced Encryption Standard.

Training and Presentations

Remote Control is a powerful training and
presentation tool. The Show feature enables
Control users to broadcast their screen to
multiple PCs simultaneously, while the Anno-
tate facility enables the presenter to highlight
particular areas of interest. You can use it to
help users become familiar with new soft-
ware, even before it is installed on their PCs.

Annotate

- D VC\ V- V_V ghc

Options | Tool Colour Width  Fill  Font
A O A Qi
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Additional Features

Use powerful Scripting to automate applica-
tion and system management processes.
Command Line Launch allows you to inte-
grate Remote Control into existing help desks
and system management frameworks.
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Distributed Architecture

You have already set up and populated a Site
database. The next stage in your evaluation is
to install another Console and Scheduler to
share this database. Before installing other
distributed Consoles, you must first share the
database.

This description of how to set up multiple
Consoles with an Access Site database is
intended for evaluation purposes only. Because
Access is designed for single user systems, we
recommend you do not use it with multiple
Consoles or Schedulers for live support tasks.

Sharing the Site Database

1 At the PC where the Console is installed,
use Windows Explorer to navigate to the
PC-Duo Enterprise Data\Databases
directory. To share the directory, right-click
its entry in Explorer and choose Sharing.

2 Select the Shared as option, then enter a
Share Name of LUDATA.

3 Click Permissions to open the Access
Through Share Permissions dialog, then
click Add to set the access permissions for
this shared directory. For evaluation
purposes, use Guest access and full
permissions.

The Site database is shared and accessi-
ble from other Consoles. You can now
install another Console and Scheduler, and
submit and monitor Scheduled Jobs in a
distributed environment.

Setting up another Console

1 On another PC, install the Enterprise
Console.

2 Start the Console. The Site Creation
Wizard starts automatically.

3 In the Welcome dialog, click the Next
button.

4 In the Site Creation Mode dialog, select the
Create a custom Site option, and enter the
name of your existing Site.

5 Click the Next button to display the
Database Type dialog. Make sure Microsoft
Access is selected, then click Next.

6 In the Site Creation Options dialog, select
Link the Console to an existing Site
database, then click the Next button.

Site Creation Options
How do you want to create your Site?

Select an option:
~ Create new database ovenwiiting any existing files

& Link to an existing database

1 Copy database from the following Site

[item =

The Global Site contains the Package Distibution Definitions
that specify how a software package is to be installed. When
you add or edit the Package Definitions. the modifications are
zaved in the Global Site.

™ Use as Global Sits

<Back [[Wes | Cancal | Hep |

7 In the Access Database Configuration
dialog, click the Browse button to display
the Open dialog.

8 Inthe Open dialog, navigate to the LUDATA
share, and select the SiteName.mdb file in
your Enterprise installation directory
(where SiteName is the name of your
original Site).

9 Click the Open button to return to the
Access Database Configuration dialog,
then click the Next button.

10In the Settings Complete dialog, deselect
the Tell me about populating new Sites
check box, then click the Finish button.

Enterprise creates a Data Source Name
on this PC, which points to the database
specified in the Location field.

11 In the new Console Tree, select the Site.
You are now sharing the Site database with
your first Console, and the Client data you
have previously collected is immediately
available.
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Configuring the Scheduler

The Scheduler for the new Console must now
be configured to work with the shared Site
database. To do this, you must set up the
Database path definition and other Scheduler
parameters.

1 Click the Configure Scheduler operation in
the Site Management folder. The
Scheduler appears as an icon in the
System Tray of the Windows Taskbar.

2 Double-click the icon in the System Tray to
display the WinScheduler Properties
dialog.

Host name IC-MEFH
Database site ISile1 |
Log fie [PCoScheduler.Log Browse, |
¥ Append to log file
wake-up interval ISU _|; Max. active jobs I2 _I; Start |
Jab option
. . Stop |
™ Hide running jobs ¥ Run jobs as low priority
Fun mod
’VI_ Diebug (extra detail] ™ Verhase (informational] ‘ Fun Sevice |
0B-Mow-02 10:16:23 Processing starting on Host: C-MERT1
0B-MNow-02 10:16:24 Scheduler wakeup interval : B0 seconds
O6-Movw-02 10:16:24 Offline area scan enabled, interval = 2, backoff = 60
06-MNow-02 10:16:28 Stop request posted
0B-MNaw-02 10:16:30 Scheduler shutting down [)
Exit |

3 Click Stop to stop Scheduler. Select your
Site in the Database site list.

4 Enter a location and name for the
Scheduler Log file, or click Browse to select
afile. By default, the file is saved to PC-Duo
Enterprise Data\Logs, but any available
path can be used.

5 Click Start to restart the Scheduler, then
click OK to close the dialog.

Alternatively, if the Scheduler is running on
Windows NT, 2000, XP or 2003 and you
want it to be available to run Jobs when no
user is logged on, click Run Service to run
the Scheduler as a Service.

Checking the Scheduler Status

In the Console’s Jobs and Schedulers folder,
select Schedulers, and check the status of the
local Scheduler.

The Scheduler from the original Console, and
the Scheduler from the new Console are
listed with a status of Active.

For information on the Scheduler status, check
the log file specified in the WinScheduler
Properties dialog.

Jobs

A Job is a combination of an operation, the
Clients on which the operation is to be
performed, settings that specify when the
operation is to be run and logging instruc-
tions.

Jobs save their results to the Site database,
and can generate events. All jobs can be
monitored from the Console using the Sched-
uled Jobs View. Software distribution jobs can
also be monitored at each stage using the
Software Distribution Jobs Viewer.

Submitting a Job

1 In the Software Scan folder, right-click the
Update Software Inventory operation and
choose Submit Job from the shortcut
menu.

2 In the Select Clients dialog, select the
Clients for which you want to collect
software inventory data, and click OK. The
Submit Job dialog is displayed.

3 In the Job tab, enter a Job name.

4 Select the Schedule tab. In the Host list,
select the Scheduler that will be respon-
sible for running the job.

The Host list contains all the Schedulers
available to run scheduled operations at the
current Site.

You can specify a default Scheduler for an
operation using the General tab in the
operation's Customize dialog.
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5 The Schedule tab is also used to specify
how often you want the Job to run. Select
During, select the hours in which you want
the Job to run, and set the Repeating every
field to 60 minutes. This means the
Inventory scan runs whenever it can during
the hours marked, and will restart every 60
minutes.

6 Accept the default values in the Logging
tab, then click Submit to schedule the
operation.

Monitoring Job Progress

1 Click Scheduled Jobs in the Jobs and
Schedulers folder to display the Jobs View.
Your Job has a status of Pending until it is
scheduled to start.

2 On completion, the Job is deleted if it was
scheduled to run once, or placed in
Pending status if it was scheduled to
repeat.

3 If you want to run a Pending Job again,
without waiting for the 60 minute interval,
right-click the Job and choose Run Now
from the shortcut menu.

4 Whenthe Jobis finished, select Job Logs in
the Jobs and Schedulers folder to look at
the results of the first run. The Job Log View
is displayed.
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5 Right-click the Job in the Job Logs View,
and choose View Client Log from the
shortcut menu.

6 After inspecting the Client Log, right-click
the Job in the Job Log View again and
choose View Event Log.

You can customize the Update Software
Inventory operation to report the paths with
unrecognized applications, and then re-run the
Job.

Concluding the Evaluation

This completes your overview of PC-Duo
Enterprise. To evaluate the product further,
look at some of the other features, such as
One-shot Auditing, which enables you to
collect inventory data from PCs without
installing the Client application, and Patch
Management, which automates and manages
the installation of security patches and
service releases from Microsoft. You can also
refer to the User Manuals and online help,
which contain in-depth information about the
various product features.

Contact Us

If you have any questions regarding the PC-
Duo Enterprise Suite, please consult the User
Manuals included in this kit, or contact us
directly,

In the US or Canada

toll free: 800 330 5035
email: support@vector-networks.com

Outside the US and Canada

call: +44 (0) 1827 67333
email: support@vector-networks.co.uk

PC-Duo Enterprise on the Web

For the latest information, software and
updates, visit Vector Networks’ Web site at
www.vector-networks.com.


http://www.vector-networks.com
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